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1. The Topic
Among distributed systems, connected devices and services, also referred to as the Internet of Things (IoT),
have proliferated very quickly in the past years. There are
now billions of interconnected devices, and this number is
growing. It is anticipated that by 2021, about 46 billions of
devices will be in use.
Some of these devices are in service in safety and
security critical domains, and even in domains that are not
necessarily critical, privacy issues may arise with devices
collecting and transmitting a lot of personal information.
Moreover insufficiently secured devices may be used for
example for massive distributed denial of service attacks.
This raises important security challenges. Formal methods
have been used successfully for years in highly critical
domains, now they can help to bring security into the IoT
field.
While the correctness of an implementation with respect
to a formal functional specification provides the strongest
form of guarantee, it can be very costly to achieve. In
practice it is therefore more common to rely on a combination of formal methods to achieve an appropriate degree of
guarantee: static analyses to guarantee the absence of runtime errors, deductive verification of functional correctness,
dynamic verification for parts that cannot be proved using
deductive verification.
Frama-C1 is a source code analysis platform that aims
at conducting verification of industrial-size programs written
in ISO C99 source code. Frama-C fully supports the combination of formal methods approach, by providing to its
users with a collection of plug-ins that perform static and
dynamic analysis for safety and security critical software.
Moreover collaborative verification across cooperating plugins is enabled by their integration on top of a shared kernel,
and their compliance to a common specification language:
ACSL [1].
Recently Frama-C has been applied to the verification
of software in the context of the Internet of Things, more

specifically the verification of modules of Contiki [2], an
open source operating system for the IoT.

2. Summary of the Tutorial Format
The proposed tutorial is 180 minutes long: about 20 minutes for the introduction including an overview of Frama-C
and Contiki, 50 minutes for each of the 3 main parts, and
10 minutes for conclusion.
Each part consists of a presentation using slides and live
demonstration, and a session of exercises. To work on the
exercises, the attendees will be provided a virtual machine
image containing all the tools ready to use.
In more details, the tutorial will be structured as follows:
1) Introduction
a) IoT and verification challenges
b) An overview of Frama-C
c) The Contiki operating system
2) Verification of the absence of runtime errors using the
plug-in EVA
• Presentation of EVA
• An application to Contiki
• Exercise
• Limitations and how to deal with them
3) Deductive verification using the plug-in WP
• Presentation of WP
• An application to Contiki
• Exercise
• Limitations and how to deal with them
4) Runtime verification with the plug-in E-ACSL
• Presentation of E-ACSL
• An application to Contiki
• Exercise
5) Conclusion and Further References
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3. Expected Audience and Learning Outcomes
This tutorial will be of interest for both researchers
and practitioners in the area of IoT software and software
verification in general, as well as students in Software
Engineering. The tutorial only assumes knowledge of the
C programming language.
Participants will learn how to use the different FramaC analyzers and how to combine them. Several examples
and use cases presented during the tutorial will give them
a clear practical vision of possible usages of the underlying
static and dynamic analyses in their everyday work. The
presented code fragments are part of Contiki [2], a realworld lightweight operating system for the IoT.
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While there have already been several tutorials about
some parts of Frama-C, a complete similar tutorial, entitled
“Frama-C, a Collaborative Framework for C Code Verification” was given by only at:
• the 16th international conference on Runtime Verification (RV 2016, Madrid, Spain), https://rv2016.imag.fr/
?page id=349,
• the 28th IEEE International Symposium on Software Reliability Engineering (ISSRE 2017, Toulouse,
France), where the tutorial was an IEEE certified tutorial, http://2017.issre.net/Tutorials#t3.
Both tutorials were presented by Nikolai Kosmatov and
Julien Signoles to about 25 attendees.
The focus on program verification for the Internet of
Things is completely new and is related to recent research
work conducted by the presenters. A similar tutorial was
only presented (to about 15 attendees) at
• the Zooming Innovation in Consumer Electronics International Conference (ZINC), May 30-31, 2018, Novi
Sad, Serbia, http://www.gozinc.org/#information.
Other presentations are planned in the future.
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